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Panda Malware Radar distribution guide

i Malware Radar is an online service that automatically identifies
hidden threats that are undetected by your current security software.
It evaluates and reports the status of your network with respect to
threats, vulnerabilities and protection levels, including cleaning of
130 companies during the BETA phase of Malware Radar detected m alware .

In the Web help (which you can consult along with the online service),
you will find more information about the characteristics of Malware
Radar, audits, subscriptions, cleaning, reports, etc.

This distribution guide describes the steps to follow in order to
deploy and distribute the scan program, which you will have to run in
order to audit your network.

Distribution of the scan program is a step prior to monitoring and viewing reports in an audit:

Follow the instructions described in this distribution guide in order to carry out an audit of your
network:

1. Access the Web service.
2. Create a new audit.
3. Manage the distribution profiles.

3.1. Profile creation Wizard
3.2. Profile management

4. Deploy the scan program to the computers you want to audit.

4.1 In networks with personal firewalls.
4.1.1. Windows XP firewall.
4.1.2. Other personal firewalls.
4.2. Distribution in Windows 95/98/Me.
4.3. Active Directory.
4.4.SMS
4.5. PsExec

5. Use the Malware Radar distribution tool (if you have not used one of the other methods of
deployment or distribution).

)
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1. Access the Web service

To start scanning the computers you want to audit, you need to access the product's Web service.

1. Go to the Panda Malware Radar Web service at the Web address supplied on purchasing the
product.

a

2. The first time you access this service you will see a security warning asking you to accept a
security certificate. Click on Yes.

panda ',)
MalwareRadar >\ automated maiware audit

Login details

3. Log on as a registered user of Malware Radar.

1. Enter your username.
2. Enter your password.
3. Click on Log in.

3]
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2. Create a new audit

In the Status > My subscription section ‘
check that you have unused licenses with
which to generate a new audit.

Mi suscripcién

Validez hastai  13/10/2007 Licencias contratadasi 100

al
L
Mis alertas

No s han praducido alertas hasta el mamento

Mi estado

In the My status and audits section you can
check the status of the audits available. Click
on the link corresponding to an audit in
progress, or if you want to create an audit,
follow the instructions below.

Auditoris prusbals Tiene disponible la desinfeccion: Comenzar limpieza

There are two methods for creating a new
audit and starting the scans, follow these steps:

1. Method

o Go to My status > My subscription and click on Generate new audit.
o Enter the name of the audit and click on OK.

2. Method

e Go to Audits > My audits and click on Create new.
« Enter the name of the audit and click on Start audit.

. ) ) m:livareRadar;'-) Automated malware audit
Malware Radar displays a pre-determined profile. If

you prefer, you can create a profile that adapts to
the configuration of the computers in your network to
which the scan client will be distributed (Internet or
network connections, proxy authentication if
necessary, etc.).

© Deployment @ Overview

Audit: IT

Ta start the audit pro

By default dovnload dient download tool Quick

In the next chapter, you'll find more information | ...
about creating and managing distribution profiles.

e

Humber of distributed computars: 0
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To carry out an audit in a domain.

= Check that the computer where the distribution tool is to be used has Internet access and that the
user has administration permissions over the computers to which the scan client will be
distributed.

= [f the product distribution tool is not used, the user of the computer to which the scan client has
been distributed must also have administration rights over his/her own computer and access to the
Internet.

This Internet access in the scan client will allow the data needed to correctly complete the audit to
be sent. If you have used the distribution tool, the remote computers do not need Internet access.

To carry out an audit in a workgroup.

= Follow the instructions above (similar to those for an audit in a domain) and, in addition, bear in
mind that the administrator details entered in the distribution tool will be used on starting the scan
of the selected computers.

The distribution tool will connect to remote computers for which scans have been requested. If the
details initially entered do not have administrator rights over the local computer, you will have to
re-enter details that do have administrator rights.

Download the tool with the required distribution profile. To do this, click on the Download tool button
corresponding to the profile you want. If you have not previously created a profile and you want to use
the one initially suggested, click on the Download tool button corresponding to the default profile. In
either of these two ways, you can start deploying the scan client to the network computers you want to
audit.

a

If you want to manually distribute the scan client, click on the Download client button corresponding
to the distribution profile you want or click on the Download client button corresponding to the default
profile, if no profile has been created and you want to use the one initially suggested. This downloads
the file to distribute according to your network configuration and your company's distribution policy
(FTP, e-mail, shared folder, login script, other distribution tools such as Microsoft SMS, Tivoli, etc.).

)
Whether you are downloading the distribution tool or downloading the default scan client, you can click

on profile management to check the configuration of the profile being used.

You can modify the name of the executable programs that you download from the Web service (both
the scan client and the distribution tools).

In order to correctly distribute the scan client to the computers to audit, simply bear in mind the name

assigned to the executable file to ensure that references used in the deployment tools (Active
Directory, SMS, Tivoli... or Malware Radar) are correct.
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3. Manage the distribution profiles

The distribution profiles are a very convenient and organized method for carrying out actions such as:
configuring the type of Internet connection (or the place to leave the reports if there is no Internet
connection), the type of scan to carry out and the exclusions. In the online help, you will find more
information about configuring these operations.

By creating and configuring installation profiles, the installation types can be organized by the
characteristics of the users and of the corporate network.

You can configure the scan before downloading. To check the initial settings of the scans, go to profile
management in one of the following ways (bearing in mind that at least one audit will have previously
been started):

» Audits > Start audit> Profile management.
= Status > (My status section) > Start audit > Profile management.

In the profile management section, you will find the default profile used to create the scan tool. The
Default profile cannot be modified.

If you want to customize a profile in accordance with the types of scans, or exclusions you want to
apply to a certain number of computers, follow these steps:

pands =
MalwareRadar S Autom

1. Click on Profile management.

2. Click on Add profile.

3. Enter the name of the new profile and define the
settings you want to use in the computers to which
you will distribute the scan tool with this profile:

= Configure the Internet access settings of the
computers to audit (if they have Internet access).

= Types of scans. s

= Directories excluded from the scan and
disinfection.

4. Once the new profile is configured, click on OK.

3.1 Profile creation Wizard

Click on the profile creation wizard if you want to create clients or
distribution tools with customized options.

For more information, refer to the deployment wizard help file
available from the product's Web service.

3.2 Profile management

Click on Profile management to check and, if necessary, alter the
characteristics of one of the available profiles.

:::::

Remember the Default profile cannot be modified. If you still don't have a profile (except the default
profile), you can also click on Add profile and follow the instructions at the beginning of this chapter.
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4. Deploy the scan program to the computers you want to audit.

Distribute the program to the computers you want to audit using the deployment method that best
adapts to the needs of your network:

= Manual deployment.

Download the scan client or program to manually deploy the scan across your company. Use
this type of deployment in computers outside the local area network.

Manual deployment is simple: Download the scan program and distribute it using the
deployment method that best adapts to the needs of your network.

In this chapter, you will find information and practical examples with deployment methods using
Active Directory, PsExec, SMS, Tivoli and other tools. You also find out how to configure or
disable local firewalls in order to distribute the scan program effectively. For more information,
consult the documentation from the developer of the deployment tool used on your corporate
network.

If you do not have a file distribution tool on your network, it is not necessary to install any of the
tools mentioned above. In this case, use the automatic deployment method summarized in the
following point and explained in more detail in the following chapter.

= Automatic deployment.

Use the automatic distribution tool in Malware Radar if you do not have a file distribution system
on your corporate network. In the following chapter, you will find more information on how to do
this.

Automatically distributes the scan clients to the computers connected to the network. It is not
necessary for all computers to have an Internet connection, as long as one of them can
download the distribution tool and is connected to the same network to which the scan client
will be distributed.

Remember that the distribution tool is included in the product's Web service and distributes the scan
client to the computers to be audited. Refer to other sections of this guide or the help file for more
information.

General methods of distribution

It is not difficult to distribute the scan program to carry out the audit in a homogenous environment. A
homogenous working environment is characterized by:

NT technologies.

Shared administrative resources.

The domain administrator is the local administrator of computers.

Personal firewalls that prevent reception of executable files, such as the scan program, are not
enabled (or they are enabled, and exclude file and printer sharing).

In this type of environment, the process is the same as for distributing an executable program to your
corporate network computers.
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You can choose between manual deployment (distributing the scan program using Active Directory,
SMS or whatever system you use on your network), or the automatic system (available in Malware
Radar thanks to the deployment tool).

This chapter describes the installation process for heterogeneous networks in which administrators
have one or more of the following items, resources or tools.

»  Networks with personal firewalls (Windows XP or other personal firewalls)
=  Windows XP Home/Me/98/95

= Active Directory

= SMS

= PSEXEC

=  Work groups
4.1 Networks with personal firewalls

If any of the computers in your network to which the scan tool will be distributed have a personal
firewall, follow these instructions:

4.1.1 Windows XP firewall

Default installations of Windows XP with SP2 install and enable the personal firewall. In corporate
environments where the domain administrator has direct access to shared resources on workstations,
the firewall does not prevent distribution of the scan program.

@

One of the fastest ways of distributing the program without needing to disable the Windows XP
firewall is as follows:

1. In Windows, disable the option: Use simple file sharing. By doing this, the admin$ resource
will be available. In the following section, you will find more information on how to do this.

% Windows Firewall X

Geneial| Exceptions | Advanced

Wi
pro
towork better but might in

[ogaprogam. | [ sddpPor. |[ Ean

Display a notification when \Windows Firewal blocks a program

2. Inthe Windows XP firewall settings (Control Panel > Security Center), enable File and printer
sharing in the Exceptions tab of the Windows firewall.
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File sharing settings in Windows XP

@

To disable Simple file sharing in Windows XP Professional, follow the instructions below:

1. Double-click on My computer.
2. Inthe Tools menu, click on Folder options.
3. Click on the View tab and clear the Simple file sharing check box.

Configuring the Windows XP firewall to allow distribution of the scan program
The aim is to allow traffic through TCP ports 139 / 445 and UDP ports 137 / 138. You can enable the
File and printer sharing option in the Exceptions tab in the Windows XP firewall to carry out the task

automatically without needing to create an additional rule.

If you want to check that the File and printer sharing option is enabled and the necessary ports are
configured:

1. Inthe Windows XP firewall settings (Control Panel > Security Center), check that File and
printer sharing is enabled in the Exceptions tab of the Windows firewall.

% Windows Firewall X
Generdl | Ewcepl A

wwwwwww all helps protect ter by preverting unauthorized users
fiom gaining access to your computer thiugh the Intemet of a netork.

@ @il (recommended}
This setting blacks all outside sources from connecting to this
computer, veth the exception of those selected on the Exceptions tab.
[IDon't allow exceptions
Sellct this when you connest to public networks inless secure
localions, such as aiports. You wil not be noifed ows:

localions, = aip
Firewall blacks programs. Selections on the Exeeptions tab will be
inored.

@ ) Off [not recommended]

Avoid using this setting. Tuming off Windows Firewall may make this
o r mare wulnerable to vinuses and intruders.

‘wiindews Firewall is using pour domain settings.

‘what else should | know ahout Windows Firswall?

2. To check the ports associated with the File and printer sharing service, click on Edit.

Edit a Service @

“You can individually configure the port(s) that are associated with this
service. To open a port, select the check box next ta it

Mame Scope

Subnet
TCP 445 Subnst
HUDP 137 Subnet
M UDP 138 Subnet

Disabling the Windows XP firewall in environments with Active Directory

Before starting to distribute the scan program, bear in mind the credentials and tools to use.
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» Credentials: Logon a Windows XP SP 2 computer, which is a client of the Active Directory
domain, as a member of the Domain administrators security group, and open the group policy
object you modified in the previous task.

» Tools: Microsoft Management Console (MMC) with the Group policy object editor installed.

C

To edit the Windows firewall settings using group policies, in the appropriate GPOs, use the Group
policy object editor or the Active Directory users and computers console.

To configure the Windows firewall options:

In Windows XP SP 2, click on Start, Run, type mme, and click on OK.

In the File menu, click on Add/remove Snap-in.

In the Standalone tab, click on Add.

In the list of Available standalone snap-ins, select Group policy object editor and click on Add.
In the Select group policy object window, click on Browse.

Select the group policy object you want to configure and click on OK, and then on Finish.

Use the Close button to exit the Add standalone snhap-in window.

Click on OK to exit the Add/remove shap-in window and return to the administration console.

In the console organization tree, open Computer Configuration, Administrative templates,
Network, Network connections and Windows firewall.

CONOGOA~WN -

i Console1 - [Comsale Root\Default Domain Policy [example?. example.com] Policy\Computer ConfigurationVhdminis.... [ |[B]%]
%) Bl At wew Favprtes Window e =l x|
=+ o B @

) 1 sa |
o] Pl | 2 homain rofile

Cistandard Profle

54 wirciows; Frewsl: Alow sutherticated I7Sec bypsss Hk confired

< 3 T Extended ), Rardwd

Once you have configured the Windows firewall options:

1. The next update of the group policies will download the new Windows firewall options.
2. They will be applied to computers running Windows XP SP 2.

If you decide to disable the Windows firewall across the network, you will have to configure three
groups of options:

= In Network connections, change the mode of the Prohibit use of Internet Connection Firewall on
your DNS domain network policy to Enabled.

= In Windows Firewall > Domain Profile, clear the Protect all network connections check box.

= In Windows Firewall > Standard Profile, clear the Protect all network connections check box.
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4.1.2. Other personal firewalls

If you use a firewall from other developers on your corporate network, please refer to the
corresponding documentation to disable the protection that prevents the scan tool from being
distributed.

4.2 Distribution in Windows Me/98/95/XP Home

For workstations with Windows Home/Me/98/95 there are several alternatives for distributing the scan
program:

» Login Script. These are codes or programming sequences used to start up the computer. Batch
process files (BAT), or script programming languages (VBS, Js...) can be used to organize to
start up computers on networks within a corporate environment.

= Direct execution (locally). Where there are few workstations, you can share files in a network
directory and access them from each computer. Where there is a large number of workstations, it
is better to opt for automatic file distribution, using the deployment method established on your
network (Active Directory, SMS, etc.).

If you do not have automatic file distribution on your network, use whatever system you normally
use to distribute a file of this type: FTP, email, CD-ROM or DVD with the program, etc.

Remember that the name of the scan program file can be changed once downloaded from the
Web service. Simply remember the name assigned to the file so that when it is distributed, the
administrator or end user of the computer run it without any further complications, bearing in mind
that they must have permissions for the Windows XP Home/Me/98/95 computer.
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4.3 Active Directory

Distribution of the scan tool using Active Directory is one of the most reliable methods in correctly
structured and configured Windows networks.

This section explains the options offered by Active Directory for distributing the tool. Remember that
the information in this guide about using third-party distribution tools is not intended to replace the
information provided by the corresponding developer.

You can use the folder corresponding to the specific policy. This folder will be displayed when you
click on Browse.

It is advisable to use the Logon/Logoff options. If you use the Computer Configuration, Logon/Logoff
policies, the process will run with the Local System account, without taking access to network
resources into account. This could lead to errors in audits configured to leave reports in network
resources.

How to access the Group Policies console:

1. Start the session as a member of the Domain administrators security group, the Organization
administrators security group or the Group Policy Creator Owners security group.

2. Open the Group policy object editor by clicking on the Windows Start button, then click on Run,
type gpedit.msc and click on OK.

To edit a group policy object, click on the object and then on Edit.

To create a group policy object, click on New, type the name of the new object, and then click on Edit.

The changes made to the local group policy object will be saved automatically.

4.3.1 Assigning logon scripts

This is the best option when users have the necessary permissions locally. In this case, follow these
instructions:

1. Open the Group policy object editor.

2. Inthe console tree, click on Scripts (Logon/Logoff) in the path: Group policy object/User
Configuration/Windows settings/Scripts (Logon/Logoff).
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Lacal Computer Policy
Computer Configuration
User Configuration

# (] Software Settings

=[] windaws Settings

= [ Security Settings
i+ ) Internet Explorer Maintenance
(] Administrative Templates

" Extended / Standard

3. Inthe details panel, double-click on Logon.

Scripts
Logon Scipts for Local Computer
Name Parameters

Ta view the script files stared i this Group Palicy Obiect, press
the bution below.

4. Inthe Logon Properties, click on Add.

Add a Script PIx
Script Mame:

Browse...

Script Parameters:

Carcel

5. In Add a script, in Script Name, type the path to the script or click on Browse to search for the
script in the Net 1ogon shared folder on the domain controller.

& EEX
By Fle Adin vew Fovortes Window Heb JRETEY|

@ e g

VoNewed | Flescllpe. [BlFies v

i
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6. In Script Parameters, enter the parameters you want in the same way as you would type them on
the command line. For example: //1ogo (display banner) and / /T (interactive mode).

On assigning several scripts, they will be processed in the specified order. To move a file up the
list of scripts, select it and click on Up. If you want to move it down, select it and click on Down.

Lo P E]@

Soripts

Add

To view the sciiptfles stored i this Giroup Policy Dbject, press
the buton belov.

4.3.2 Assigning startup scripts
This option is recommended for users without local permissions and for which the audit does not
require access to network. Configuration is very similar to the previous case.

1. Open the Group policy object editor.

2. Inthe console tree, click on Scripts (Startup/Shutdown) in the path: Group policy
object/Computer Configuration/Windows settings/Scripts (Startup/Shutdown).

3. Inthe details panel, double-click on Startup.

4. In the Startup Properties dialog box, click on Add.

5. Inthe Add script dialog box, do the following:

= In Script Name, type the path to the script or click on Browse to search for the script in the
Net logon shared folder in the domain controller.

» In Script Parameters, enter the parameters you want in the same way as you would type
them on the command line. For exampile, if the script includes the parameters //1ogo
(display banner) and //1 (interactive mode), type //1ogo //1I

4.4 SMS

Systems Management Server is a distribution tool for Microsoft networks for: hardware and software
inventories, controlling licenses, deployment of software (distributing and programming software on
the network) and organizing the network. SMS operates on NT Server using MS SQL Server 6.5 (or
later) as a database.
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SMS, like other developers’ distribution tools, should only be used to distribute the scan program in
Malware Radar when this type of infrastructure is already activated on your network. The information
below does not replace the documentation of the developer.

The discovery methods are the different ways that SMS has of completing the database with
computers and users. Several methods are available:

4.4.1 Discovery by login script

With this method, SMS modifies the login scripts of users in a selected domain so that they run
smsls.bat onlogging on. SMS copies the necessary files to the NETLOGON of the domain PDC:

=  When logging on one of the workstations, the login script is run.
» To check that the computer has been detected, run the search from All Systems.

4.4.2 Discovery of users and groups

You can program the search for new users and groups every X minutes. In this way, you can check
that the searches for All user groups and All users display all domain users.

4.4.3 Network discovery

If you activate network discovery using the domain and subnet, configure the timer to find more
computers on the network.

4.4.4 Distributing the program using login script

Select the login script method and activate it on the object property pages. Edit the previously
generated login scripts. When a user authenticates in a workstation, the login script will run
automatically to install the scan program.

4.4.5 Remote distribution of the scan program

Select the remote installation method and activate it on the object property pages. Delete the login
script of a user (using Windows User Manager).

On installing the scan program using SMS, you will see several icons in the Windows Control Panel on
the target computer. These icons belong to programs that let you configure and consult the status of
the scan program installed on computer.

4.4.6 Distributing the software

SMS allows deployment of software. This is a task scheduler that executes software configured on
computers.

The SMS software distribution program is responsible for executing the tasks on computers. There are
many options for configuring these tasks according to different scenarios: whether users are logged on
or not, the permissions with which the program is to be executed.

The distribution of software is carried out in the section: Advertised Programs Client Agent.

In SMS the program to be distributed is a package and the computers from which they are distributed
are called distribution points. Initially, the SMS server has one distribution point, but more can be
created in other servers or shared resources.

The steps to follow to distribute the scan program with SMS are:
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1. In the packages branch, create a new package indicating the location of the scan file (the
package).

2. The scan program you have previously downloaded from the Web service becomes a new
installation program with the data needed to run the program.

3. Add the previously created distribution point.

4. SMS will pass the files to this distribution point.

5. Create a new advertisement to install the package in the collection that contains all workstations
with NT.

4.5 PsExec

You can also distribute the scan program using tools such as PsExec, a program that allows
distribution of executables such as the Malware Radar scan program.

@)

Executing PsExec allows you to enter multiple parameters:

For more details on the PsExec parameters consult the developer's documentation for this distribution
program.

Examples of using PsExec to distribute the scan program:
L] psexec \\ (name of workstation or server) c malwaredar.exe

Command that copies the malwaredar.exe program (or the name that you have given the scan
program downloaded from the Web service) and executes it interactively.

L] psexec \\ (name of workstation or server) c:\path\malwaredar.exe
Command that executes the malwaredar.exe program (or the name that you have given the scan
program downloaded from the Web service) and in which it has previously copied to the remote

computer. In this case, you also specify the path of the program to run.

In these two examples, if you omit the name of the workstations or servers to which to copy and run
the Malware Radar scan program, it will be run locally, i.e. on the computer using the PsExec tool.
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5. Using the Malware Radar distribution tool (if you have not used one
of the other methods of deployment or distribution).

Run the distribution tool you have downloaded. The program allows you to add computers to the audit
and run the corresponding scan.

The distribution tool window is divided into
several sections.

= On the left (Computers), you can select the
computers to audit.

» Inthe top right you can Launch scan.

= Inthe centre, you have a monitor indicating
the status of the computers.

= At the bottom right, you will see warnings
related to the scan process and the audit.

Click on Settings... and if necessary,
configure access through a proxy server
and configure deployment.

You can also add computers using their IP addresses or IP ranges (format: xxx.Xxx.XxX.XXx —
yyy.yyy.yyy.yyy. Separate the initial address in the range from the last address using a hyphen,
which appears pre-formatted in this option, for example, Setfnos 2]
192.168.1.1-192.168.1.254), or using NetBIOS computer
names or DNS names. > '“9

1P address: | 180.161}2.5 | Port: | 8080

@:> Deployment settings.
Simultaneou: < deployment connec tions:  [10 =

[] pefault eredentials

[] Don't request credentials in computers to which the connection cannot be
made

In order to correctly configure the tool.

1. If necessary, enter the proxy server IP address, port and
authentication data.

2. To optimize deployment in the corporate network you can limit the maximum number of
simultaneous connections. Adapt the number to the capacity of your network.

3. For the deployment of the scan client you can establish login details that will be used in each of
the remote computers in which authentication is necessary, such as, workstations in a workgroup
that are not authenticated in a domain, in which the administrator has a common username and
password.

4. If you don't want login details to be requested in computers to which there is no connection, select
the corresponding checkbox. This situation will mean that the scan will not start and computers will
therefore not be audited.
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